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Introduction

This white paper is designed for Australian federal and state agencies and aims to provide assistance
to help these agencies reach Essential Eight maturity level two and three compliance for backups and
comply with other mandates specified for other components of the Essential Eight. The white paper
also includes additional guidance on how to best protect against various cyberthreats, as highlighted by
the Office of the Australian Information Commissioner, Australian Cyber Security Centre (ACSC), and
the Australian Signals Directorate (ASD).

Achieving maturity levels two and three within the Essential Eight, especially in backups, enhances security
for federal and state agencies by improving data protection and disaster recovery (DR) while reducing
vulnerabilities from internal and external threats. Backups act as the last line of defense to ensure
accessibility, availability, business continuity, and data integrity. An effective and tested business continuity
strategy with a robust backup plan can help ensure a reliable recovery process. The ASD Essential Eight
provides guidelines to help agencies achieve both maturity level 2 and 3, though other elements are
considered too if they contribute to a hardened backup solution.

» Ensuring you have three copies of important data (one production and two backup copies), on
two separate media types (i.e., disk, cloud, or tape), one of which is offsite, with one or all of them
immutable/offline, and data integrity verification that ensures zero errors. This is the 3-2-1-1-0 Rule.

« Ensuring your backup environment supports end-to-end ISM-compliant 256-bit data encryption
both in flight and at rest, with the ability to integrate into enterprise KMS platforms to ensure
encryption key policies are met for key rotations.

« Ensuring that access to encryption keys is still available even if your key is damaged or misplaced.

« Automated backup and DR failover testing with reporting and auditing on service level agreements
(SLAs), as well as recovery point objectives and recovery time objectives (RPOs/RTOs).

« Ensuring that your data protection infrastructure supports deployment into different isolated resiliency
domains or zones off the production network, as well as directory services if production administrator
credentials are compromised. This includes implementing a zero-trust data resilience framework to
restrict the cyberattack blast radius and ensure your backup infrastructure is not only hidden, but
impervious to production credential leaks.

« Ensuring that you have one or several early alerting mechanisms within your backup environment
including bi-directional integration into third party XDR/MDR incident alerting platforms when
potential ransomware events may be occurring.

» Ensure your backup solution can identify file-type anomalies or changes via built-in alerting
capabilities, including when known malicious file types or abnormal file modifications occur
within production systems.

« Ensuring you have visibility into what recovery points are clean vs infected when recovering
from a cyberattack.

» Ensuring you can automatically scan test or production recoveries or failovers via automated or ad-
hoc spot-checks with technologies such as YARA rules and/or third-party AV solutions. These can
identify dormant threats that are still sitting inside recovery points to avoid reinfections from inactive
or dormant ransomware threats.



Ensuring that, in the case of ransomware recoveries or
compromised platforms, your existing recovery solution allows
for a re-platform or bare-metal recovery for your physical and
virtual workloads into a different hypervisor or cloud.

Ensuring that efficient logging and monitoring events can be
captured into enterprise SIEM tools (e.g., Splunk, Azure Sentinel,
or any SIEM tool supporting Syslog standards like RFC 5424).

Automated monthly or more frequent checks for hardening
recommendations, Essential Eight compliance, or best practice
implementation when performing audits on your backup
environments as new workloads are added.

Leveraging backup policies to dynamically protect new workloads
as they're added at scale instead of via manual processes.

Internal or external threat actor protection with four-eyes
authorization and a second security approval framework
for potentially malicious activities attempted through
backup platforms.

The ability to verify your current backup environment’s security
posture ad-hoc or on a schedule. As more and more workloads
are added and environments are altered, ensure your
environment is architected to both internal and industry best
practices regarding hardening standards.

Unfortunately, not all backup solutions are created equal,
and the reason behind this is explained below as we look
at what we're protecting against, especially within modern
ransomware attacks. Based on Veeam's Ransomware Trends
Report published last year, in 2023.

over

923%

of ransomware attacks
explicitly target buckups

93% of all cyberattacks involved some
type of attempt to cripple backup
platforms and data. Attackers attempt
to make recoveries impossible and
increase ransom payments even for
those with a no-ransom payment
policy, since it leaves victims with
no other way out. Furthermore, this
report found that, even in cases
where the ransom was paid, one

in four organizations still could not
recover their data.


https://www.veeam.com/ransomware-trends-report-2023
https://www.veeam.com/ransomware-trends-report-2023

The Anatomy of a Ransomware Attack

Let's look at what we are protecting against and discuss why traditional backup and recovery solutions
struggle to meet modern cyberthreats, especially when it comes to ransomware recovery. Modern variants
of ransomware and cyberthreats are highly advanced and have the primary goal of crippling your
recovery operations or backup files to make paying the ransom your only option. This is a multi-trillion
dollar industry, so ransomware variants have significantly evolved.

With ransomware-as-a-service and reusing tooling making it easier for threat actors to reappear and/

or affiliate with other threat actors that appear on the dark web, we're seeing many of the same actors

reappear and spin-off following law enforcement disruptions. So, let’s look at what a modern cyberattack
might look like. Note that this timeline may be longer or shorter depending on your organization’s ICT
security tools and safety nets (e.g., intrusion detection platforms in use, firewalls, perimeter security processes,
OSes, and application vulnerability patching processes, etc.). A good stance of preparation is to prepare
now for when you get attacked. If you don't, by the time you incur a cyberattack, it'll most likely be too
late and you'll be left defenseless. According to ASD’s 2023 Cyber Threat Report, ASD responded to over

1,100 cybersecurity incidents from Australian entities. Separately, nearly 94,000 reports were made to
law enforcement through ReportCyber — which is about one every six minutes.

An example of an advanced ransomware attack looks something like this:

Information is gathered Gain access to the Creating a base of Snooping around Alter routines, documentation Encrypt victim's
on the victim's people, victim by sending operations and let's without being detected and security systems data, wipe
processes and phishing emails and make it redundant and compromise higher to reduce/deny archives/backup/data,
technology in play let them click alink  and highly available value targets restore capabilities issue ransom demands!
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https://www.cyber.gov.au/about-us/view-all-content/reports-and-statistics/asd-cyber-threat-report-july-2022-june-2023

1. Observation: Social engineering and finding information on an organization’s people, processes,
and technologies.

2. Sneaking in: Phishing attempts, brute force attacks on external web-facing systems, and gaining
access to endpoints/mobile devices or other unpatched external-facing systems.

3. Establishing a base of operations: On unpatched systems, bad actors can disable firewalls, alert
mechanisms, and create a highly available base of operations via multiple systems. According to
Elastic Security Labs's global threat report in 2024, adversaries are also tripling down on defense
evasion techniques to hinder sensor visibility.

4. Elevate access and lateral movement: Credential scanning, gaining access to heightened production
AD credentials, creating admin accounts, resetting passwords on existing domain admin accounts,
and searching for high-impact DNS hostname scans and naming conventions. This includes internal
file shares, servers with file shares or databases, virtualization infrastructure scanning, backup
infrastructure naming conventions, etc.) Bad actors may also place time bombed threats into
high-value targets that can sit dormant and hidden for months, often masked as system files or
common file types.

5. Crippling recovery: After a breach, we found this process is sometimes offloaded to third party threat
actors that are experts in backup and recovery systems. This could include production and backup file
exfiltration, malicious deletion/encryption attempts on backups, or even remote access of backup
servers via remote RDP, remote registry, SSH, and disabling or changing passwords for critical backup
services and service accounts.

6. Ransom declared: Encryption begins for heightened targets, usually before a long weekend or holiday
to ensure the most damage can be inflicted while going unnoticed. Ransom notes are left, and by this
point, backups have more than likely been impacted, since recovery points that span days, weeks, or
months have already been encrypted by threat actors, rendering them useless.

Ooops, your files have been encrypted!

English v

What Happened to My Computer?
'Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on .
o MY Can I Recover My Files?

5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

=il How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
ayment, click <Check Payment>. Best time to check: 9:00am - 11:00am

3 Tia__

5/20/2017 00:47:55

Time Left

Send $300 worth of bitcoin to this address:

12t9YDPgwuez9NyMgw519p7AABisjrE SMw

About bitcoin

ACCEPTED HERE

y to buy bitcoins?



https://www.elastic.co/pdf/elastic-global-threat-report-2024
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If you come in on a Monday and you're facing that dreaded ransom note, your network has been compromised
for some time, and traditional backups may not be enough to recover your data. Chances are, they have
been disabled, deleted, or destroyed, unless you already put together strategies to isolate or harden your
backup environment. If they are still available, however, recent backups may also contain encrypted files
and make it difficult to work out the best point in time to start recoveries from.

Moreover, when successful, exfiltration may add to the pain and the fear of customer/citizen data being
leaked to the Dark web, which we increasingly saw in 2023. Again, backup data contains all an organization’s
important data all in one place. If your backups are not encrypted while in-flight and at-rest, they become
an easy target for threat actors to exfiltrate and extort for ransom.

Going back to what a hardened backup should look like, ask yourself the following questions:

- Dol have isolated copies of my backups in multiple locations under my control? If so, are they
secured, offline, isolated, or immutable and impervious to internal and external modification
or deletion?

« Can my backup environment/server run without direct access to the internet?

« Are my backups using 256bit AES encryption, protecting me from data exfiltration whether
in-flight or at-rest?

- If KMS policies are unavailable, am | still able to retrieve access to encryption keys and ensure
data recoverability in an outage?

« Is my backup infrastructure connectivity certificate-based to minimize the risk of man-in-the-
middle attacks?

« Can | automate, test, and measure my service level agreements (SLAs) for recoveries and
perform disaster recovery (DR) failover testing non-disruptively with production-identical
data in an isolated environment?

« Can | scan my backup recovery points or replicas during restore/failover testing with YARA rules?
Or, can | use third party antivirus software to identify potentially malicious files or dormant
ransomware during full recoveries and recovery/failover testing to reduce reinfections?

» Is my backup infrastructure and repository in an isolated domain? Is my resiliency zone/workgroup
inaccessible from the production domain’s administrator account?

+ Is multi-factor authentication (MFA) implemented to safeguard login access to my backup server?
» Does my backup infrastructure integrate with security intrusion detection tools (e.g., XDR/MDR)?

« Inthe event of a cyberattack, can my backup environment quickly and reliably identify clean
recovery points for all my workloads?

« Does my existing backup solution allow me to recover to a different virtualization, cloud platform, or
a clean, uncompromised network if my production environment were to be seized for triage by cyber
recovery teams or law enforcement?

« Can my existing backup solution integrate into log management event tools and parse security
events into enterprise SIEM tools like Splunk or Azure Sentinel? Can | automate system tickets into
ServiceNow or similar solutions for automated responses to cyberthreats?

« Can | schedule or easily see at-a-glance whether my backup environment is meeting strict security
mandates for Essential Eight audits on my backups?
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« Can | automatically and dynamically protect new workloads as they are created by adding them
to my backup schedules and policies to ensure compliant protection at scale?

- Does my existing backup solution identify and alert me of anomalies in my production servers and
backups? Can it identify abnormal behavior or abnormal incremental backup sizes via inline/offline
entropy analysis? (e.g., can you identify malicious known file types/extensions or abnormal encryption
on production file servers)?

« Can | scan backups to proactively identify and remediate corrupted blocks inside my backups?

» Can my backup solution restrict potentially accidental or malicious activity from occurring in case of
malicious internal or external threat actors (e.g., backup data deletion, repositories, modify access,
modify time, and date settings)? Can my solution pass authorization to a second backup or security
administrator for a second authority before allowing potentially destructive events?

If you answered no to any of the above, you may be at a higher risk for ransomware/cyberattacks.

At minimum, you should implement the above if your backup solution provides this functionality. At Veeam,
we've been fighting the good fight against ransomware and cyberthreats and cover all the above right
out of the box. Since 2023, we added over 500 security enhancements to our platform to better protect
customer and citizen data.

It's also important to understand that there are so many safeguards required to implement a hardened

ICT strategy. The information securities manual covers a lot about hardening government citizen and

data platforms, and the ACSC Ransomware Emergency Response Guide outlines what to do in the case of
a cyberattack on government systems. What Veeam excels at is protecting that last line of defense —
your backups and overlay protection strategies that secure your organization against data encryption,
detection, exfiltration, injection, and other internal and external data threats to help you recover fast

and prevent reinfection.



https://www.cyber.gov.au/sites/default/files/2023-03/ACSC_Ransomware_Emergency_Response_Guide_0.pdf
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What About My Workloads in the Cloud?

Cloud platforms and data residing in the cloud is still the organization’s responsibility to secure, manage,
access, and protect. Cloud providers manage high availability and uptime for their cloud services, but
all data and access adhere to a shared responsibility model. Therefore, data control and protection

falls under the customers’ responsibility. But cloud and Paa$S platforms don't always allow customers to

employ existing legacy protection scenarios like those used on-premises. They also don't provide the same
level of access to hypervisors, APls, networks, or integration to cloud-native apps. Additionally, you need
to contend with obstacles like network throttling, egress costs, API call costs, and limited deployment options.
First-party cloud protection options from hyperscalers, while available, can also end up costing a lot
more through the lack of features they have. For example, they lack important features like in-built

deduplication or compression, the flexibility to leverage cheaper cloud backup storage, and the agility to
run backup schedules that are in line with application-specific recovery point objectives (RPOs) or internal
business requirements.

The good news is, Veeam fully supports the native data protection practices mentioned above in the cloud
and on-premises, including multiple cloud resilience zones due to Veeam's flexible building block approach.
We can also do this in an extremely cost-effective manner, thanks to components like ephemeral workers,
which can be spun up and down on-demand. This process avoids the risk of having a heavy backup
infrastructure just sitting around consuming compute costs and allows customers to choose the most cost-
effective location to store their backups in. Our cloud-native approach keeps within Veeam's mantra of
simple, native protection for cloud workloads that offers the flexibility to achieve a zero-trust framework
that reduces the blast radius of cyberattacks from within production. This empowers you to protect your
last line of defense from internal/external threats at a much lower price point, ensuring recovery when and
where you need it.

Veeam's data freedom approach also allows users to recover to other clouds or back on-premises.
If the worst should happen, this also gives customers additional resiliency options if they need to draw
on Plan B, or C from a recovery platform or cloud perspective.

Secure by design with Zero Trust Architecture

Production Backup Software Backup Storage - 3-2-1 Backup Rule
Segmentation of
= RPc,sst = Public fi & st
— sortware « storage
— g = Clovd w5 & Veear Vault
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We do this via separate backup subscriptions inside customer cloud accounts that can help provide
the same level of native protection for hybrid workloads. Additionally, customer data will never leave
a customer’s secure network boundary while providing full end-to-end backup encryption, compression,
and deduplication. This can result in you saving 50% or more in storage space when compared to native
cloud backup solutions while leveraging much cheaper storage tiers.

In addition, Veeam provides full data freedom, so your workloads can be recovered cross-platform, cross-
cloud, or to a different cloud ecosystem altogether. Again, this includes providing different resiliency
domains to isolate backups from production credentials and networks and providing full immutability,
MFA, and recovery testing wherever and whenever you need to run it.

Hybrid Cloud Multi-layer protection support

VM
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Veeam Support for Essential Eight Maturity Levels

I
-' [ | é
Prevent attacks Limit Impact of Data recovery and
. Patch application cyber attacks system availability
- Application control « Patch operating systems « Daily backups

« User application hardening vulnerabilities

« Configure MS office
Macro settings » Implement multi-factor
authentication (MFA)

Restrict admin access

The Essential Eight, a joint effort of both the Australian Cyber Security Centre (ASCS) and Australian Signals
Directorate (ASD), is a framework that agencies and other organizations can adhere to via different
maturity levels. Following this framework helps bolster and harden both Government ICT and other critical
infrastructure systems.

This covers three main components:

» Attack prevention

» Limiting the impact of cyberattacks

» Data recovery and system availability

Veeam Data Platform, while allowing for full Essential Eight maturity level 2 or 3 backup support, also
allows organizations to raise their maturity levels within other parts of the Essential Eight.
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Essential Eight Maturity
Level Three Capability

Status

Details

MFA

Patch Applications and
Operating Systems

v

Veeam amplifies your security posture with robust MFA
capabilities into consoles, including self-service user web-
based portals. This creates an added barrier against
credential compromise and enhances your defense-in-
depth strategy to reduce the attack vector of the backup
applications you have in use, as well as self-service restore
MFA support for end users.

Veeam's proprietary capability enables a proactive approach to
patch management by creating secure, isolated environments
and leveraging backup data to create sandboxes. This allows
complete application ecosystems to mirror production
workloads and assist with patch management. By scanning
these workloads and applications within a sandbox with third-
party antivirus tools, organizations can identify dormant
threats in their backups before recovering systems back into
production. This “Shift-Left” approach also allows IT teams to
preemptively mitigate vulnerabilities and system instabilities
and enables resilient operations in an era of increasing
cybersecurity threats

Restrict Admin Privileges

v

Veeam employs a principle of least privilege model with its
role-based access control (RBAC), allowing for non-backup
admins to see, protect, and recover what belongs to them.
Accomplished through a HTTPS web portal, this restricts
access to backup consoles, mitigates insider threats, and
enhances governance by restricting high-level privileges to
the minimum necessary for to perform a task. Veeam also
supports and recommends having backup infrastructures
and repositories in separate resiliency zones to protect
against production domain admin or other credential
leaks. Additionally, Veeam offers four-eyes authorization

to force secondary security confirmation for potentially
disastrous events within the backup platform, preventing
malicious attempts to cripple recovery from within your
backup platform.
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Essential Eight Maturity
Level Three Capability

Status

Details

Regular Backups

v

Veeam's backup solutions empower organizations with
automated, scheduled, and routine application-aware
backups and DR workload replication. This drives operational
continuity and data integrity across hybrid cloud and PaaS/
SaaS workloads by aligning to extremely granular per-
application RPOs. The solutions validate the success of your
backups as desired, providing IT leaders with confidence in
the integrity of their digital assets. This is augmented with
powerful monitoring, reporting, and dashboards that can
help you ensure compliance is met. This includes schedulable
DR failover orchestration and non-disruptive recovery testing
at-scale, always leveraging production identical data. As part
of recovery testing, additional scanning for dormant threats
residing in backups/replicas is possible via YARA rules or
third-party antivirus software.

Backups of Important
Data, Software, and
Configuration Settings
are Retained in a Secure
and Resilient Manner

v

Veeam provides a secure and encrypted mechanism to
protect its configuration and backups can be scheduled
and written directly to an offsite location. Veeam also fully
supports ISM-compliant and industry-standard in-flight
and at-rest encryption and immutable storage.

This includes common industry standards like S3 Object Lock
across both AWS S3 and S3-compatible storage as well as
Microsoft Azure Blob immutability. These options offer tight
configuration and retention based on individual requirement
settings per application.

As an additional safety net to protect against ransomware or
malicious insiders, Veeam also offers Linux-based immutability
via a hardened repository for immutability that goes everywhere.
Veeam also supports proprietary immutability provided by
storage snapshot providers and enterprise deduplication
appliances by Dell and HPE. Additionally, Veeam includes SIEM
log parsing to enterprise SIEM tools for security events, and
integrates with logging tools such as Splunk, Azure Sentinel, or
any SIEM tool that leverages RFC 2454, enabling enterprise
security event monitoring.
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Essential Eight Auditing and Remediation
to Raise Maturity Levels

Essential Eight audits are often considered a difficult task. It can take weeks of triage, and often consists
of clicking on each job to check configurations like retention settings, finding reports that tell you what

workloads are protected, or what workload backups are or are not immutable. During Essential Eight

audits, backup administrators can be burdened for weeks while trying to prove compliance. When applicable,
remediation efforts and hardening recommendations can take equally as long to put in place. Good news
is, Veeam makes it easy to check what your security posture is within your backup and data recovery

environment at a glance. A more extensive list of configurable compliance-based reports is also available,
enabling customers to ease their audit process.

This process starts with logging onto your backup server using MFA. The Veeam console supports
mobile authenticator apps that adhere to time-based one-time passwords (TOTP) as per RFC 6238.
Example applications include Microsoft Authenticator, Google Authenticator, DUO, and others.

x

7] Veeam o
=i} Backup & Replication 12

Enter the cade from your authenticator app.

Confirmation code:

043224

Save shortcut Confirm Close




Security and Compliance Analyzer

Once you authenticate into the backup server, you'll see that the security and compliance analyzer is
built into the Veeam Backup Console Ul v12, which is an isolated, schedulable, and reportable service
to ensure you have an at-a-glance view of your data recovery and backup environment'’s current security
posture. Additionally, this console provides a guide for admins and security teams to see what can be

implemented to ensure industry best practices are maintained over time and achieve greater adherence

to security and compliance frameworks. No internet connectivity to the outside world is required, so

the solution is also suitable for dark or isolated sites.
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Cony to Clipboard Close

This will provide an immediate snapshot of your data protection platform in seconds, ensuring you are
meeting many of the Essential Eight mandates and industry best practices like:

« MFA to the backup console

» Deployed immutable backup targets

« Applied applications and updates

- Enabled in-flight and at-rest encryption for backups and configuration backups

« Potential security vulnerabilities are turned off, like depreciated unsecure protocols
» Remote registry and SSL that's disabled to the backup infrastructure

« And many others!



Enhancements and additions are continually being delivered to the analyzer with each new release.
These enhancements can be activated when applicable, but events can also be suppressed if they
are not applicable. When an event is suppressed, detailed information is captured so administrators
can review who made the change and when that change was implemented.

Veeam Threat Center

This is an extremely powerful addition to V12 and is offered as a part of Veeam Data Platform Advanced
and Premium editions, delivering critical information at-a-glance. This features covers the workloads that
are or are not leveraging immutable backups, what workloads are violating your data protection rules or
recovery SLAs, and disclosing potentially infected workloads sitting in your backups.

Infected restore point data is generated via multiple methods, including:

« Inline entropy scans during backup

« File system activity analysis

» Rule-based YARA detection

» Antivirus scans

+ Integrations with third party XDR/MDR solutions (like those from Sophos, Cisco, or Palo Alto)

» Veeam Recovery Orchestrator SLA compliance for recovery and failover testing
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ES-win19-v10_5.tech.local [ Unstructured Data ESwin19-v10_Stech.ocal 111972023 15 hours
shared-empty-multi-disks-d-04 Virtual Machine mmf-win16vbr.tech.local 11/19/2023 Aday
shared-empty-multi-disks-6-01 Virtual Machine mmf-win16vbrtech.local 11/19/2023 Aday
shared-empty-multi-disks-d-03 Virtual Machine mmf-win16vbr.tech.local 11/19/2023 Aday
shared-empty-multi-disks-d-02 Virtual Machine mmf-win16vbr.tech.local 11/19/2023 Aday
shared-empty-d-12 I} Virtual Machine mmf-wini6vbr.tech.local 11/19/2023 Aday
ES-win19-orac3.tech.local Ba computer ES-Win2016-WS.tech.local 11/18/20235:03:53 PM  Aday

A direct link into Veeam ONE's customizable dashboard provides key metrics like protected and unprotected
virtual machines (VMs), whether your pre-defined backup windows are being met, and projected repository
capacity growth that's based on analytics and historical data.



Overview & Refresh

Backup Infrastructure Inventory Protected VMs Overview Backup Window
4
Object Status Item Value
Backup Servers (1) [xJ @ Protected VMs 79 3
[ eackup Proxies (5) L6 o Backed Up VMs 79 .
B Backup Repositories (15) o7 i 6 5 Replicated VMs 4 22
— T
{F Backup Jobs (27) 0?2 L2 CH Unprotected VMs 13
Replication Jobs (4) @ Healthy (5 Restore Points 1441 1
{8 Backup Copy Jobs (4) P & Full Backups Size 10,45 T
{i File Backup Jobs (3) Healthy 7.09TB 0
i\)ﬂ CDP Policies (1) Healthy 18.36 TB 23Sep 24Sep 25Sep 28Sep 27Sep 28Sep  20Sep
{@ Object storage backup Jobs (1) Healthy & successful ViMs Backup Ratio 100% @ Backup Jobs Replication Jobs
Top Jobs by Duration Backup Job Status Top Repositories by Used Space
40
Job Latest Status Average Duration Repository Days Left Capacity (TB) Free Space T...
VMware - Complete Infrastructur... Success 2h53min 30 - Exagrid Repository 245 3810 31.78(83... |
Veeam Agent - SQL ... € Failed 0h26min 1 Linux XFS Hardened Rep... 3652 1.00 0.81(81.0.. T
@

VMware - StoreOnce Catalyst Bac... Success 0h12min g 20 Windows NTFS Repository 3652 0.20 0.19(99.6..

eam ENT Plugin - Oracle @ Failed 0Oh 11 min T Veeam Cloud Connect R... 3 0.20 0.12(60.9... &
VM - Domain Controller &5, & Success 0h10min T 10 Performance Tier - AWS 3 0.3 T
Veeam Agent - Azure Cloud VM - ... Success 0h10omin Azure Immutable SOBR T
Veeam Agent - AWS Cloud VM - ... Success 0h7min 0 Perfor T
DR Replication - VCSP DRaas Success 0h7min T 23ep 24Sep 25Sep 20Sep 27Sep 28Sep  205ep T
veeam Agent - Azure Cloud VM - ... & Success 0h6min ® Failed Warning @ Success NFS Repository
DR Replication - Domain Centroll... Success Ohémin ) SMB Repository

Veeam ONE provides over 300+ predefined, customizable reports and alerts and integrates into ServiceNow
service management to allow for remediation automation.

Veeam Recon Scanner

As over 93% of ransomware attacks are now targeting backup infrastructure, building on Veeam'’s innovative
data resilience offerings from Veeam Cyber Secure to TTP Analysis , we have now added in Veeam Recon
Scanner technology to the Veeam Data Platform for deep forensic analysis across the backup infrastructure.

Coveware by Veeam, is the leader in cyber-extortion incident response with best-in-class ransomware
assessment, negotiation, and recovery capabilities through patent-pending technology and expert services,
brings us the Recon Scanner. It is a groundbreaking addition to the Veeam Data Platform, leveraging
technology used in thousands of ransomware incidents and boasting an extensive database of such incidents.

Now, we're bringing this technology, honed over years of combating ransomware, to every Veeam Data
Platform Premium deployment. This technology is designed to identify, help triage, and prevent cyberattacks
and direct attacks across the backup environment.

Imagine being able to spot potential cyberattacks before they happen! With the Recon Scanner, this is
now a reality. By collecting and analysing data proactively, the Recon Scanner can identify unexpected
network connections, unusual user behavior, suspicious file activity, data exfiltration attempts, and even
potential brute force attacks on the backup infrastructure inline with the MITRE ATT&CK framework.
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The unpredictability of dwell time — the period between compromise and attack — makes traditional
threat detection and mitigation challenging. That's why we're integrating the Recon Scanner with the Veeam
Data Platform, using technology and years of experience assisting organisations respond to cyberattacks
to not only combat cyber threats early, but to also assist with internal and government led forensics of
compromised systems.
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Orchestration and Essential Eight Recovery
Testing Made Simple

Veeam pioneered non-disruptive testing for backups and DR recoveries over nine years ago, with Veeam'’s in-
built DataLabs, SureBackup, and SureReplica that allow for schedulable recovery testing for backups and
replicas inside a pre-defined, isolated sandbox on any vSphere or Hyper-V host. This feature alone provides
other Essential Eight benefits, including:

- Application and OS patch testing uses production-identical systems for more accurate testing on
production systems as of the last backup.

» Veeam Data Integration API, Veeam Backup & Replication PowerShell module subset. This presents
Veeam backup(s) as block storage mounts for filesystems, log-level interrogations, and triages
from cyberattacks.

- Off-production UAT testing for development and testing.

Over time, Veeam also built many additional functionalities into this process, such as:

+ Full recoverability testing. Veeam Backup & Replication runs machines in an isolated sandbox
via Veeam Datalabs directly from backups and performs tests against production-identical
applications. This mode ensures the recoverability of your production workloads in a DR event.

- Backup verification and content scans only. Veeam Backup & Replication performs backup
integrity checks and content analysis to detect traces of malware or any other unwanted or
sensitive data. These tests do not require you to set up a virtual lab or application group.

» Available via Veeam Data Platform Premium licensing is orchestrated testing at scale via Veeam
Recovery Orchestrator.

Providing simple, non-disruptive Essential Eight recovery and DR failover testing, Orchestrator extends
the functionality of Veeam Data Platform by orchestrating traditional manual recovery processes with
one-click recovery plans for mission-critical applications. This includes rich features for dynamic DR
documentation handling and testing for applications that are mapped to specific recovery time objectives
(RTOs) and RPOs.

Orchestrator leverages the recovery capabilities of Veeam Backup & Replication to build straightforward
DR workflows, automate recovery processes, and eliminate error-prone manual steps. Orchestrator also
provides reporting capabilities that let enterprises document their DR plans to meet industry compliance
requirements for critical infrastructure and Essential Eight maturity levels.



With Orchestrator, you can:

« Orchestrate recovery. Create simple or complex workflows to orchestrate recovery operations for both
virtual and physical machines to VMware vSphere and customer’s internal Microsoft Azure environments.

- Automate simple to complex checks and tests. Schedule checks and tests to automate the verification
of your recovery plans, with features such as isolated test labs and comprehensive readiness checks
at each phase.

+ Maeet Essential Eight compliance requirements for backup and failover testing. View RPO and RTO
achievements on the dashboard and generate automatically updated reports for recovery plan checks,
tests, and executions. This feature helps ensure that requirements for compliance and audits are met.

New Restore Plan X

Plan Info

Scope

Plan Type

Recovery Location

nventory Groups

VM Recovery Options

VM Steps

VM Credentials

RTO & RPO

Report Template

Report Scheduling

Summary

Protect Inventory Groups

See below for a summary for the new Plan

7 Copyto

Plan Mame:
Description:
Contact Name:
Contact Email:
Contact Tel:
Scope:

Plan Type:

Inventory Group(s):

Recovery Location:
Recover VMs:

If any VM fails:
Restore VM Tags:

Steps for New VM Template:

Override Credentials:
Credentials:

Protect Inventory Group, Job:
Target RTO:

Target RPO:

Report Template, format:

Update Plan Definition report:

Test Restore Plan
Evaluating restore
Chloe Lewis
chloe.lewis@veeam.com
18003334455

SQL Administrators
Restore

Datastore - esx01-das1
owner - chloe.lewis

Original VM Location (IVR Enabled - Yes)

Simultaneously (max 10)
Halt the plan
No

Restore VM

Check VM Heartbeat
Verify SharePoint URL
Verify SOL Database
Verify SQL Port

Send Email

‘Yes, Template Backup Job for Qrchestrator

Use Default

Mo, N/A

1 Hour

24 Hours

Veeam Default Template (DE). PDF
Daily 8:24 AM

Recovery plans are easy to set up via Orchestrator’s wizard-based approach and are not disruptive

to production.




Create Test Schedule X
Scape Check for malware
Schedule Info Check the most recent restore point for malware flags

Choose Plans Additional malware checks: D Oon

Mount each restore point and perform:
Datalab
Wirus scan

Choose Lab Groups YARA scan with rules: Sc01.yar
Recurrence and Start

Restore Options

Power Options

Malware Scan

summary 0 During a Datalab test, only the most recent restore point will be checked for possible malware.

All recovery and failover plans include the ability to verify and check for malware via YARA rules or
third-party anti-malware platforms.

§| Veeam Disaster Recovery Orchestrator (&) teneypayrectwendyman | (1) | $0% admmiraton | (2)

¢ Scopes (All)

Plan Execution 7} Reports... Plan Readiness Check 7 Reports... Plan DataLab Testing 7} Reports
o o o .n..l
] A L1 A i
L]/ ! b o
Running | Warning Not Running Success Checked Warning  Check Required Passed Test Required
wentory 345 2 2 2 405 3 3 2 All
Recovery Plans
Top plans by RPO Issues Top plans by RTO Issues
Datalabs Plan Achieved RPO Target RPO Plan Achieved RTO Target RTO
Lab Calend.
Siendar Restore Plan © exceeded by . 14 Restore Plan @ Testro caley 1h
op @ Checkto calc id cop @ Testto calcu ih
mb_linux2 @ Checktocale.. 1h mb_linux2 @ Executetoca. 1h
Cloud plan @ 10min 1h Cloud plan @ smin 3h
Replica Plan @ osec 5min Replica Plan @ amin Th

Current Issues

Q Action: | Al v State @ @ 1
Plan M Action Step State Duration oo
Restore Plan srv08 Check Process Replica VM A Warning 1sec
Restore Plan backupo Execution Restore - Recovery 0sec
Restore Plan Check Process CDP Replica VM ec
Restore Plan Check Start Service 0sec
cop v Exacution Precess CDP Replica VM A Warning 4 sac

To help with ongoing recovery testing efforts, Orchestrator provides feature-rich dashboards and
reports to enable simple maintenance on recovery plans, in line with pre-defined RPOs and RTOs.
This helps ensure compliance, and issues are resolved before they need to be actioned in production.
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Syslog output allows for additional Syslog integrations into enterprise SIEM platforms. Veeam App
for Splunk can parse and capture important Veeam security events into existing log management
and alerting platforms.

Veeam Security Events

Dt o

Securty Stan Last 20 Mouns) Al Sacurty Ewenis Morke) 2 recivet Marens s Senciom Eour£ e Acthermon Eomts

& Critical 393 13 1 1

Dy Sacurty Evers +

Latest Securty Fvere:

Veeam's Cyber Secure Program

As a part of Veeam Data Platform v12, Veeam announced the Cyber Secure Program, which is an optional
add-on to Veeam Data Platform Premium edition. This program protects customers against ransomware
threats and provides a 24.7.365 SWAT team and proactive incident hardening analysis. Veeam's incident
response team provides 1:1 best practice training for our customers under this program to proactively
plan a robust incident response blueprint.

Backed by experienced cybersecurity experts and an industry-leading ransomware warranty, Veeam is
unique in the market with how complete its enterprise data resilience is, period.
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REACTIVE Incident Response Service

Assessment “ -. Settlement

- Understand Client Impact ? - 100% Transparency

- Identify Ransomware ‘ ' - Payment Facilitation

- ldentify Threat Actor Group - Compliance Checks

- Provide Data on Threat Actor - Documentation/Attestation
Negotiation End Downtime

- Secure & Safe Negotiations A’ - Recovery Support Tools

- Transparency I I I I - Post Incident Documentation
- Risk & Outcome Analysis - Insurance Documentation

- 24/7/365 Coverage - Industry Expert Support

Veeam's reactive incident response service is hyper-focused on providing best-in-class assistance and
support to victims of ransomware and cyber extortion attacks. With a database of thousands of cyber
incident data, Veeam's incident response team can assist with:

Assessment: Assessing the overall impact, identifying the ransomware and threat actor involved, and
forecasting possible outcomes based on historical case data and real time data collection through
our recon agent.

Negotiation: Secure and transparent negotiations with data-driven tactics and strategy performed by
incident response experts to work toward agreed-upon deliverables and outcomes.

Settlement: If necessary, facilitating cryptocurrency acquisition and all necessary compliance checks and
documentation, including delivery to the threat actor in exchange for negotiated deliverables. This is a SO
profit business model, as the only cost to the victim from Veeam is the cost of the cryptocurrency acquisition.

Veeam Cyber Secure: Proactive Protection, Swift Response,
and Comprehensive Recovery

In today's digital landscape, it's vital to prepare for cybersecurity attacks since you're bound to face
one at some point. Having the right planning and safety nets in place early will lead to a much better
outcome since it can minimize the damage blast radius and provide much faster and cheaper business
continuity. With the right strategy in place, organizations can stay ahead of attackers and recover
quickly if the worst happens. Veeam offers a suite of robust services that are designed to protect your
business before, during, and after a ransomware attack.
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Before a Ransomware Attack: Building a Strong Defense

Advanced Onboarding Support

Veeam provides a personalized onboarding experience to ensure that your backup and security strategy
has a proper start. Whether your data infrastructure is large or small, our team of experts can help you
set up the foundation you need to stay protected.

Architectural Design and Implementation Services

Every organization’s DR requirements and infrastructures are unique. Veeam experts work with you to
define your architectural design and offer implementation services for that design so your Veeam Data
Platform environment is deployed according to best practices.

Quarterly Security Assessments

Your infrastructure and user base evolve as Veeam Data Platform continues to improve with new features,
including security capabilities and enhancements. Veeam conducts quarterly security assessments to

ensure your environment remains up-to-date with the latest protection measures. These assessments

help identify any potential gaps in your defenses to enable swift remediation. These assessments cover
a lengthy checklist of recommendations.

Priority Incident Routing by Veeam’'s SWAT Team

With Veeam Cyber Secure, Veeam offers priority incident routing to ensure our specialized SWAT team
and a dedicated support account manager can address your issue without delay. This means faster
response times and increased peace of mind.

Personalized Training and TTP Analysis

Cyberattacks evolve constantly, and staying informed is key to staying protected. Veeam provides
personalized training, including quarterly updates for the latest techniques, techniques, and procedures
(TTPs). This equips your team with the knowledge to recognize and respond to new and emerging threats.

During a Ransomware Attack: Swift Incident Response

If a ransomware attack does occur, having the experts on your side is crucial to minimizing damage and
downtime. Veeam offers 24.7.365 expert incident response to manage the situation quickly and effectively.
24.7.365 Incident Response with a 15-Minute Response SLA

When minutes matter, Veeam Incident response experts provide around-the-clock support with a 15-minute
response SLA. This ensures that your business can receive expert support when needed by reacting
immediately to the attack.
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Patent-pending Assessment Technology

Veeam'’s innovative, patent-pending technology provides a rapid assessment for your systems during
an attack, giving you clear insights into the extent of the breach, encryption information, and even
the threat actor group. All this information and our experience in thousands of cases allows us to have
enough information to forecast resolution and start negotiations.

Negotiation, Settlement, and Decryption Services

Should the need arise, Veeam's expert team can assist with negotiating with attackers, managing
settlements, and facilitating the decryption process to ensure that your organization recovers as quickly
as possible. Expert negotiations on cybercrimes work with you step-by-step to gather information and
make informed decisions.

After a Ransomware Attack: Recovery and Documentation

Recovering from a ransomware attack is a multi-step process, and Veeam ensures your business can
bounce back stronger.

Ransomware Recovery Warranty for Up to $5 Million

Veeam stands behind Veeam Data Platform and its services by offering a ransomware recovery warranty
of up to S5 million. This provides financial assurance and reinforces Veeam's commitment to your recovery.

Post-incident and Insurance Documentation

After an attack, having detailed post-incident documentation is vital for both recovery and cyber
insurance claims. Veeam provides comprehensive documentation to help you navigate the post-
incident process with ease, ensure compliance, and support necessary insurance claims if required.

With Veeam Cyber Secure ransomware preparedness and recovery services, you can safeguard your
organization before an attack, respond swiftly during an incident, and recover confidently afterward.
Let Veeam help you stay resilient in the face of growing cyberthreats, since when it comes to ransomware,
preparation is the best protection.

The Australian Signals Directorate and Australian Cyber Security Centre have advised users to never
pay a ransom, as there is no guarantee your data will be recovered and not sold to the dark web.
Rather, it's recommended that you engage professionals to ensure the fastest recovery and lowest

impact of a cyberattack or data leak. Don't assume that threat actors will store your data securely,
be able to decrypt it, or delete it once a ransom is paid.



End downtime. Whether the encryption is vulnerable to “cracking” or we receive a decryption key from
a threat actor, our teams and tooling will assist your organization to recover encrypted data in a safe,
secure, and performant manner if recoveries or decryption are unavailable.

Myth: Threat Actor's handle, store and delete files properly.
Myth: Threat Actor’s will credibly delete any stolen data.

25 January
I have a question about the

N vmx files you tested for us.
Upload more files to decrypt Our IT team examined them,

from different OS like however they do not appear
Windows, ESXi and NAS decrypted. One still looks to
please be fully encrypted and one is

mostly still locked. Did you
There was an issue, your find the same results?
company has been encrypted
using two separate builds
because first of them
contained error

Let me check

7S
Yes, it looks you are right,
something wrong with that
vmx files. | have informed our

File is corrupted, end of file is invalid, file is undecryptable. tech team, wait for reply,

please.

years ago. We have an explanation and will have proofs of

20:44

& Basta Group

The situation is clear, you are right. Files were not encrypted completely due to the

stopping of the encryption process. One of your specialists did it. These files are can not
be restored. We will not be able to help you restore them.

Don't assume that threat actors will store your data securely, be able to decrypt it, or delete it once
a ransom is paid.

End downtime

Whether the encryption is vulnerable to “cracking” or we receive a decryption key from a threat actor,
our teams and tooling will assist your organization to recover encrypted data in a safe, secure, and
performant manner if recoveries or decryption are unavailable.
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Veeam 2024 Ransomware Trends Report

To stay on top of industry trends and be a leading force against ransomware and cyberthreats, Veeam
commissioned independent analysts or research firms eight times over the past 10 years to produce
an industry report on the evolving data protection landscape. This report aims to affect product strategy as
well as help the market be better informed.

The latest report, sanctioned in 2024, covers the opinions of 1,200 unbiased global organizations on a variety
of data protection trends, with the most notable insights being:

- Reliability and consistency for protecting laaS and SaaS$S protection alongside datacenter servers
are the key drivers for improving data protection in 2024.

+ Ransomware is both the most common and most impactful cause of outages, but in many cases,
insider or user error is the cause of many affected outages too.

- Cloud-based services seem nearly inevitable for organizations of all sizes. But, just like how there
isn't just one type of production cloud, storage, OS, or application ecosystem, there isn't always
one protection scenario either. Veeam allows customers to choose the right tool for the job.

Since 2019, consistent data analysis by analysts formerly at Gartner and ESG were added to the report to
enable year-over-year comparisons and statistically defensible regional, vertical, and segment analyses.
These research endeavors were conducted using “double-blind” surveys, where the research firms’
respondents were unaware of who was seeking the data. Additionally, Veeam had no visibility or effect
on who responded to the survey, beyond defining the target persona of an IT leader or implementer
that's responsible for data protection strategies within their organization. Some of the most insightful
statistics pulled out of the survey are listed below:

Cyberattacks are more common than you think. Out of the 1,200 organizations surveyed, 25% reported
that they had not suffered a cyberattack in 2023, but a staggering 60% reported two or more cyberattacks
in the calendar year of 2023. With long dwell times and dormant malware now being the norm, these may
indicate that the environment had already been infected, but an attack hadn't started yet.

75% suffered ransomware attacks in 2023

None [ 257,
How many ransomware attacks

has your organization suffered

One 16%
in the last 12 months?

Two 18%
Three 16%

Four 13%

Five 9%

Six

More than six
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Large-scale recoveries can take a long time. Organizations also reported major recoveries of more
than 50% of their environment, 32% reported that a large-scale recovery would take less than five
days, and 63% reported that a large-scale recovery would take between six to fourteen days, and 5%
reported a large-scale recovery RTO of 15-28 days.

Closer to home, according to The Office of the Australian Information Commissioner (OAIC), government
systems were the second-most breached sector in Australia over the first six months of 2024, with
63 incidents reported in total. As reported by the OAIC, most breaches — around 87 percent took
more than 30 days to identify. The healthcare industry still retains the top spot as the most-hit sector,
with 102 breaches.

Overall, 354 malicious or criminal attacks were reported, equating to 67 percent of all reported breaches.
More than half of these were cyber security incidents.

In the OAIC report, human error accounted for 30 percent of reports or 156 incidents. The takeaway
here is that providing orchestration for many manual human-based tasks and having built-in safety
nets for human error or internal threats is vitally important.

Most organizations can't recover within a week
o
1%
/ Lessthan 1day

/
5% ) 3%
15 to 28 days \ /// W

8 to 14 days '
If your organization had to fail

over 50 servers due to a disaster
or cyber event, how long do

/" 2to 3days

you estimate it would take 320/
from starting the recovering o
of the first server until the last Business
. week
server was online? .
More than
week

4 to 5days

36%

6 to 7 days


https://www.oaic.gov.au/__data/assets/pdf_file/0013/242050/Notifiable-data-breaches-report-January-to-June-2024.pdf

veec

Forces for change. Thinking of moving to a modern, agile, and hardened backup solution that focuses on
lightning-fast recovery? You're not alone. As a result of market drivers for organizations to provide a reliable,
highly resilient data protection solution, over 54% of those surveyed were very likely or are actively planning
to change backup providers. This is largely driven by the fact that their existing provider simply can't protect
them or was unreliable when they needed to recover from outages.

If your existing data protection solution doesn't provide the reliability, security, and resiliency your
organization requires, there's still hope! Veeam has pioneered modern, native data protection for hybrid
workloads that help ensure not only compliance with strict government mandates, but makes it easier to
stay that way too. Veeam is easy to adopt too, since we remove many moving parts and legacy architecture
roadblocks and can leverage virtually any hardware or cloud platform that's in use today.

As for deployment, management, and day-to-day operations like platform upgrades, these require much
less time as well with Veeam, and most of our customers upgrade within an hour.

You no longer need to wrestle with slow, unreliable recoveries from legacy backup solutions that have been
in place for years. As environments change and evolve, Veeam has you covered with many resources and
partners that can ensure your valuable data is hardened, protected, and recoverable now and in the future
without vendor or cloud lock-in. We call this data freedom, and it allows customers to use the right platforms
for their applications and replatform as required, often without a forklift upgrade to your data protection
and recovery strategies.

547% are very likely to change backup solutions

We definitely will not ™\

Very unlikely ™

17%
(o]
/~ We definitely will

What is the likelihood that your
organization will switch its primary
backup solutions or services within

\\

Won't 54% the next twelve months?
60/ 1 9% toI Zt'nznndge
/o Undecided

Somewhat unlikely

13% N

Somewhat likely Very likely



Veeam Data Platform: Recommended Licensing

If you're choosing the compliance path, Veeam makes it easy to look at all the recommended compliance
features that make up the Essential Eight maturity levels for backups. This is meant to assist federal
and state agencies with their next Veeam renewal, or simply identify what platform edition to consider
depending on your current security posture.

Veeam offers flexible licensing options for Veeam Data Platform that's tailored to your business needs,
whether on-premises, in the cloud, or in hybrid environments. These options are offered in three main
categories: Foundation, Advanced, and Premium editions.

Many of the Essential Eight mandates Veeam sees as non-negotiable, meaning we build this into every
edition and not as an add-on, since we see these as vital for all organizations, not just the larger ones.
Features including governance and compliance-based immutability, backup file encryption, direct
recovery to cloud/other hypervisors, security and resiliency zone support, and MFA form a standard
baseline of protection as a minimum. The table below highlights where Veeam can help raise agency
maturity levels and operational efficiencies across both cyber resilience and within Essential Eight

compliance across the board.

Veeam Data Platform

Zero Trust Generative Detect + Identify Security and Recovery Orchestration

Data Resilience Al Threats Observability and Compliance

Data Protection & Al Alpowered Proactive Security Analytics, Intelligent Threat Orchestrated Ess 8 Audit Forensic Veeam

Verified Recovery Assistant Malware Thred Integrations Discovery & Diagnostics & Health Recovery & Documen- Triage Recon

Detection ~ Hunting Reporting  Remediation Center Validation tation Scanner
Foundation [V 2 (V4 a2 - — — — — — — — —
Advanced \ V' 4 \ W 4 \ V¥ 4 \ V' 4 \ W 4 0 \ V' 4 \ W 4 - - - -
Premium \ V' 4 \ V' 4 \ V' 4 0 \ W 4 \ V' 4 \ V' 4 \ W 4 \ V' 4 0 \ V' 4 \ V' 4
A\V==le33) - Coveware Incident Response Subscription
Cyber - Up to $5M Ransomware Warranty
+

- 24/7/365 SWAT Team with 30min SLA to help
- Onboarding, Implementation, Quarterly Health Assessments for Security Best Practices
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( Essential Eight Maturity Level Three Compliance )
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https://www.oaic.gov.au/__data/assets/pdf_file/0013/242050/Notifiable-data-breaches-report-January-to-June-2024.pdf
https://www.elastic.co/pdf/elastic-global-threat-report-2024
https://www.veeam.com/
https://www.linkedin.com/company/veeam-software/
https://twitter.com/Veeam
https://www.veeam.com
https://www.veeam.com/
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